UBND TINH BiNH BDINH CONG HOA XA HOI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Péc 1ap — Tw do — Hanh phiic
Sb: 53 [TB-STTTT Binh Dinh, ngay 16thang 7 nam 2024
THONG BAO

Triéu tap hoc vién tham gia khoéa dao tao boi dudng, tip huin ky ning so,
an toan thong tin chuyén sau

Kinh gtri:
- Céc s¢, ban, nganh; ,
- UBND c4c huyén, thi x4, thanh phol.

Trién khai thuc hién nhiém vu bdi dudng, tip huin k¥ ning sd co ban,
chuyén siu vé CNTT/ATTT cho cong chirc, vién chirc, nguoi lao dong duoc
UBND tinh giao tai Ké hoach sé 33/KH-UBND ngay 23/02/2024 va Ké hoach
s6 21/KH-UBND ngay 02/02/20242, Sé Thong tin va Truyén thdng triéu tap hoc
vién tham gia cac khoa dao tao boi dudng, tap huin k¥ ning sd, an toan théng
tin chuyén su, cu thé nhu sau:

1. Thanh phan tham du:

Céan b, cong chirc, vién chirc da dugc co quan, don vi, dia phuong dang
ky theo d& nghi cuia S& Thong tin va Truyén thong tai Cong vin sd 545/STTTT-
BCVT&CNTT ngay 26/04/2024 (C6 Danh sach hoc vién guri kem).

2. Noi dung khoa hoc: Co No6i dung va Chuong trinh khoa hoc gtri kém.
3. Thoi gian:

- Khoa dao tao: “Cdc hinh thirc tin céng va tam quan trong dam bdo
ATTT trong méi truong s6” dién ra trong 04 ngay (T ngay 24/7/2024 dén ngay
27/7/12024), khai giang lac 08h00 ngay 24/7/2024.

- Khoa dao tao: “Phong chong va img phd véi sw ¢é tan cong ma héa tong

tien (Ransomware)” dién ra trong 04 ngay (TUr ngay 30/7/2024 dén ngay
02/8/2024), khai giang lic 08h00 ngay 30/7/2024.

1 C4c co quan, don vi, dia phuong theo phu luc giri kém.

~ ?Ké hoach s6 33/KH-UBND ngay 23/02/2024 vé ban hanh K& hoach chuyén dbi s6 tinh nam 2024 va
Ké hoach s6 21/KH-UBND ngay 02/02/2024 vé dao tao, bbi dudng can bd, cong chirc, vién chitc nam 2024



4. Pia diém: Tang 5, tru s& S& Thong tin va Truyén thong, sé 38 Truong
Chinh, thanh phé Quy Nhon, tinh Binh Dinh.

5. Kinh phi khoa hgc

- Cén b, cong chure, vién chiric s€ dugc chi tra toan bd chi phi dao tao (chi
phi thué giang vién, gi4o trinh, bai giang, chi phi in an tai liéu).

- Co quan, don vi ctr hoc vién chi tra chi phi di lai, an ¢ va cac chi phi lién
quan khac ctia hoc vién trong qua trinh tham gia khoa dao tao.

Pé 16p dao tao, boi dudng dat két qua, S& Thong tin va Truyén thong tran
trong dé nghi Quy co quan, don vi ctr can by, cong chirc tham du ding thanh
phan va thoi gian theo quy dinW‘” "

Noi nhn: KT. GIAM POC
- Nhu trén; ; p -
-S& Noi vu (dé Udf)i); PHO GIAM DOC

- Giam doc S¢ (dé b/céo);
-TT. CNTT&TT (dé th/dy);
-Luu: VT, BCVT&CNTT.

Nguyén Minh Thio



DANH SACH HQC VIEN TRIEU TAP THAM GIA CAC KHOA PAO TAO

PHU LUC |

I. Khoa dao tao: “C4c hinh thirc tin cong va tim quan trong dam bao attt trong méi trudng so”.

TT | Ho va tén Chirc vu Email S6 dién thoai | Ghi chu
X s A an e . bent@sgddt. Cong ~ van s
1. | Nguyén Thi Bé€ | Chuyén vién S¢ Gido duc va Pao tao o 0988.860.903 | 1120/SGDDT-VP
binhdinh.gov.vn .
ngay 02/05/2024
Pho Truong phong Phuy trach, Phong Tthuvbdi
2. | ToThanhHuy | Thu thap Thong tin théng ké, Cuc y 0983824456
J A @gso.gov.vn
Thong ké .
. Cong van  sO
3 Vo Thanh | Thong ké vién, Phong Thu thap Thong | Vitchuongbdi 0982022559 450/CV-CTK ngay
" | Chuong tin thong k&, Cuc Thong ké @gso.gov.vn 02/05/2024
3 .. | Truéng phong, Phong T6 chirc — Hanh | Tthieubdi
4. | Tran Trung Hic¢u chinh, Cuc Théng ké @qs0.gov.vn 0905955411
. A ia . L : : Cong van s
.| rame - Dih | Chuvin i Ping i s i Thin IGOOVIIAN. | gegosos, | sy T
- ye : -gov. ngay 03/05/2024
5 Nguyén Thi | Tric Pho Truong phong Phong Van | trucntt@tuyphuoc. | no,ae00199 | Cong  van  sb
" | Thanh Trac hoa va Thong tin huyén Tuy Phudce binhdinh.gov.vn 661/UBND-VX




Chuyén vién Van phong HDND

khoavd@tuyphuoc.

ngay 03/05/2024

7. | Vo bang Khoa &UBND huyén Tuy Phuoc binhdinh.gov.vn 0935815936
A : \ Cong van  sd
8 %a“én Thi Ha |1y oh tra vién, Thanh tra tinh L‘izﬁgtltnhh@tg/ L |0934992007 | 383TTT-VP ngay
y gov. 04/05/2024
Chuyén vién Phong Thdng tin-Luu trix, nghialc@stnmt
9. | Lé Chi Nghia Van phong Pang ky dat dai, S¢ Tai ghial ' 0905777436
- binhdinh.gov.vn
nguyén va MOl truong
A in . A - Cong van  sO
. x | Chuyén vién Phong Thong tin-Luu trt, ]
10, | Huynh  Nguyen | G = ) ong Dang ky dét dai, So Tai | WYhna@stnmt. 1 5q1 5194507 | 138ISTNMT-VP
Quang Huy - binhdinh.gov.vn ngay 04/05/2024
nguyen va Mol truong
11 Ng.liyénv Tran ChuyAén \\nénm\/én‘ phong S¢, So Tal Vgnntt@stnmt. 0982571299
Thién Van nguyén va MOi truong binhdinh.gov.vn
3 cuonghh@ phum Cong van 0
12. | HO Huy Cuong | Chuyén vién UBND huyén Phu My 1ong PUMY. 1 0835.707.111 | 830/UBND-VP
binhdinh. gov.vn N
ngay 04/05/2024
\ , Chuyén vién Phong Van hoa va Thong | thanhdc@vancanh. ,
13. | Ddo Chi Thanh tin huyén Van Canh binhdinh.gov.vn 0942477136 Cong van  sO
. - 866/UBND  ngay
14 Nguyen Tién | Chuyén vién Van phong HDPND va | vietnt@vancanh. 0989277734 04/05/2024
" | Viét UBND huyén Van Canh binhdinh.gov.vn




15, | Newyen  Tan | o e vien chinh S& Noi vu Tanvinhtdkt 0935.171.779
Vinh @gmail.com
16. | L& Hoang Trung | Chuyén vién S& Néi vu trunglh@snv. 0963.012.799 | Cong  vin  sb
binhdinh.gov.vn N
. ;) ) hungthien87 865/SNV-VP" ngay
17. | Phing Thién Chuyén vién So Noi vu Phungt 0973.520.932 | 04/05/2024
@gmai.com
1g, | Pham BUC | Chuyen vien S& Noi vu ducthuong112 0935.855.816
Thuong @gmail.com
Vanthanhnhi Cong van ?6
19. | Pao Van Thanh | Chuyén Van Phong Ban Dan tdc @gmail.com 0978097978 | 248/BDT-VP ngay
gmat. 03/05/2024
. A Cong van s
20. | Dinh Nhat | o vén vien Ban Quan Iy khu kinh 6 g:‘n”r?(;?n”h@‘g\‘}'v 0016997468 | 639/BQL-VP ngay
ung -gov- 06/05/2024
’ hieudv@stp Cong van sb
21. | Duong Vin Hiéu | Chuyén vién S& Tu phap pirhgie | 0939363169 | 624/STP-VP ngay
-gov- 06/05/2024
quangdv@songoaiv Cong ~ vin s
22. | bang Van Quang | Chuyén vién S& Ngoai vu u. binhdinh.qov.vn 0974185357 | 517/SNgV-VP
' -gov. ngay 04/05/2024
23. | Pham Thanh Tra rapt@sgtvt. 0914181525 |COng van o

Chuyén vién chinh phong Quan ly van

binhdinh.gov.vn

920/SGTVT-VP




tai, S& Giao thong van tai

ngay 04/05/2024

A in < \ TS T Cong van s
24. | Bui Prc Hoang %gEZOVIQH’ Van phong S6 Van héa - Bfﬁﬁgl?]?]@a’/h\% 0911.446.799 | 986/SVHTT-VP
-gov- ngay 04/05/2024
Pham Thi Thanh | Chuyén vién Phong Van héa va Thong | tuyenptt@annhon. )
25. Tuyén tin thi xa An Nhon binhdinh.gov.vn 0988206248 Cong van  sO
652/UBND  ngay
A Chuyén vién Van phong HDPND & | tructt@annhon. 06/05/2024
26. | Tran Trung Tryc UBND thi xa An Nhon binhdinh.gov.vn 0935585485
x . A a . . . Cong  van sO
. N Chorn i rng 1l o Do 0K, | 55 | 145 DT
& Juep ¢ - gov. ngay 06/05/2024
x % A . \ < 1 A : . Cong van s
2, Nain - u i chie hing Vi - Thin | Wrata@odtion. o zo00 | 18T iy
J - gov- 06/05/2024
Nguyén Tién | Pho Trudng phong, S¢ Khoa hoc va | nhutnt@skhen.
29| Nhut Céng nghd pinhdinh.gov.un | 0914243820
‘ Nhan vién, Trung tm Thdng tin - Ung Khoatd@skhen Cong  vin 0
30. | Tran Dinh Khoa |dyng KH&CN Binh Binh, S& Khoa | oo™ 0905120768 | 411/SKHCN-CN
hoc va Cong nghé -gov. ngay 07/05/2024
31 | V& Lé Minh Nhan vién, Trung tim Kham pha khoa | minhvi@skhcn. 0395714724

hoc va P61 moi sang tao, S& Khoa hoc

binhdinh.gov.vn




va Cong nghé

Nhan vién, Trung tdm Phan tich va bBo

3o, |Pham — Bang | oo chit lwong Binh Dinh, S Khoa | <1020d@skhen. | 4qa0091756
Khoa o A binhdinh.gov.vn
hoc va Cong ngh¢
Nguyén Hiru | Chuyén vién Phong Van héa va Thong | truongnh@tayson. )
33| Truong tin huyén Tay Son pinhdinh.govwn | 0937079129 cang  van 6
— 697/UBND-VX
34 Huynh  Quang | Chuyén Vltin \fan phong HDND va dyong_hq@tayson. 0906621323 | N9ay 07/05/2024
Duong UBND huyén Tay Son binhdinh.gov.vn
35, ?i%‘;yen Minh |~y ven vien UBND huyén Phir Cét L'ien”h”d”i"n%pt‘)‘\’fsa 0932035016 | Cong van  sb
gov- 983/UBND-VHTT
36. | Trin Viét Nghé | Chuyén vién UBND huyén Phu Cat | NINeV@phucat. -1 5q 009650 | ngay 07/05/2024
binhdinh.gov.vn
A o Cong vian 80
37. Elrli?n COng | chuyen vien Sé Xay dung B:‘n“h” d%tnch@sg‘f'vn 0973607679 | 1415/SXD-VP
ng oV ngay 07/05/2024
A in \ \ , N Cong  vian 80
x Nhan vién phong Hanh chinh va Ké | ntan@ )
38, Eﬁ“yen Trong | 1040 — Trung tim Dich vu viéc lam | vieclambinhdinh. | 0905413108 \1/3P90/ SLDTBﬁHa
Binh Dinh, So LDTBXH Binh Dinh | gov.vn 07/05/2024 gay




Pham Hoang | Chuyén vién Van phong UBND thanh | lamph@quynhon. )
39. Lam phé Quy Nhon binhdinh.gov.vn 0935559659 Cong van  sO
1549/UBND-TH
An vien V3 2 ) ngay 08/05/2024
40. | Ngb Thanh Duy Ch}lyen vién Van phong UBND thanh dyynt_@quynhon. 0932563539 gay
pho Quy Nhon binhdinh.gov.vn
x Cong vian 80
41. Hﬁﬁyen Pham | o \vén vién S& Ké hoach va Pu tu B:’n”r? dr:ﬁﬁgsgcd\}n 0935884567 | 1195/SKHDT-VP
g gov- 08/05/2024
42. | Hd Dinh Phuong Pho Chanh Van phong S& Nong nghiép phuon_ghd@snnptnt. 0984003663
va PTNT binhdinh.gov.vn
X \ Chuyén vién Phong Phong chdng thién | .
a3 | Newyen  Tuong | 0" i cue Thity loi Sé Nong nghigp | VNt@snnpint, 0982581524
Vi X binhdinh.gov.vn
va PTNT
) Pho Truong phong Phong To chic - | lucdt@snnptnt. Cong  van  sd
44, | Bo Thanh Luc Hanh chinh — Chi cuc Kiém Lam, S¢ | binhdinh.gov.vn 0983015629 | 1498/SNN-VP
Nong nghiép va PTNT ngay 13/05/2024
Nguyén Vin | Chuyén vién Chi cuc Chin nuéi va Thi | tamnv@snnptnt.
4 Tam y, S6 Nong nghiép va PTNT binhdinh.gov.n | 0988809033
Truéng phong Tong hop — Chi cuc
46. | Nguydn Ly Son | Quan 1y chit Iuong NLS va TS, S | OnM@smptnt. | yqe00-0578

Nong nghi¢p va PTNT

binhdinh.gov.vn



mailto:phuonghd@snnptnt.binhdinh.gov.vn
mailto:phuonghd@snnptnt.binhdinh.gov.vn

Vién chtrc - Chi cuc Tréng trot va Bao

tuanba@snnptnt.

47. | Bui Anh Tuan vé thuc vat, S6 Nong nghiép va PTNT | binhdinh.gov.vn 0914208809
x .| Chuyén vién Phong Hanh chinh, Téng
48 ?f;gﬁr}u . Thi |} op — Chi cuc Phat trién néng thon, So L‘mﬁgﬂt‘th@zr\‘/”s;”t 0988306152
Y Nong nghi¢p va PTNT -gov.
. . Vién chicc — Chi cuc Thuy san, So& | binhtt@snnptnt.
49. | Tur Thanh Binh Nong nghi¢p va PTNT binhdinh.gov.vn 0905.453368
o ’ vinh_nk

50. | Nguyén Ké Vinh | S6'Y té @syt.binhdinh.gov. | 0914115509

vn
Nguyén  Pin Khoand

51. Kﬁ‘cg € | Bénh vién Pa khoa tinh @syt.binhdinh.gov. | 0903509840

vn
‘ rintl_bvt

52. | Tran Long Rin Bénh vién Pa khoa tinh @syt.binhdinh.gov. | 0988179509

vn
‘ thsdinh1970197019

53. | Phan Cong Dinh | Bénh vién da khoa khu vuc Bong Son | 70 0914036009
@gmail.com Cong van sd

54. | L& Thanh Tin | Bénh vién da khoa khu vyc Bdng Son | tintqn1@gmail.com | 0869081517 1647627(();%24

. ngay
55. | L& Nguydn Nhu | Bénh vién da khoa khu vie Bong Son | SY1OMam@mail.co | 4967455779

m




Hau

Téng Pham Li

livinbvm@gmail.co

56. . Bénh vién Mt 0763672779
Vin m
57, | Lwong  Thanh | o b ian Lao va Bénh phéi Ithanhthuan2207° | 54,8 775 479
Thuan @gmail.com
Nguén Thanh 2 > Haunt
58. ng Bénh vién Y hoc c6 truyén va PHCN @syt.binhdinh.gov. | 0981350158
' vn
59, | Phan  Truong | p. b isn Tam thin Phantruonglam 0987907904
Lam @gmail.com
Tran  Thuong A £ X tranthuongvinh10
60. \inh Trung tdam Y té thanh pho Quy Nhon @gmail.com 0906735799
61. Nguyén  Thanh Trung tim Y té huyén Tuy Phudc Thanhl_uucctv 0963319257
Luu @gmail.com
62, | 1ran Thi Dieu| . 0 tam Y té thi xi An Nhon tandatphalel976 | 148399107
My @gmail.com
63. | Neuyen  Thanh | . 0 tam Y té huyén Phi Cét nguyenphuong04tit | 5q559 4050
Phuong @gmail.com
64. | Vo Ha Phuong | Trung tam Y & huyén Phu Cat vohaphuong0803 | 157049820
@gmail.com
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Nguyén Thanh

Thanhhoaign

65. Hodi Trung tdm Y té huy¢én Phu My @gmail.com 0914285454
66. | L& VanToan | Trung tim Y té thi xa Hoai Nhon cntoan1379 0987586516
@gmail.com
67. | Neuyen  Thi| o tam Y té thi xa Hoai Nhon nguyenthanhlyl78 | 4qa5497628
Thanh Ly @gmail.com
Hoang Quodc . At A Thinhitmlcorpl
68. Thinh Trung tam Y té huyén Hoai An @gmail.com 0973956679
6o, | Nguyen  QuUOC |1 tam Y t huyén Hoai An Nguyenkhanhttytha | )4e,519919
Khéanh @gmail.com
70. | Lé Van A Trung tim Y té huyén An Lio f%’ta”'ao@gma"'co 0968.644.179
71. | Ping Tén Thinh | Trung tim Y t huyén Van Canh Dangtanthinhve | 5975508675
@gmail.com
7. | Newyén  Thanh | - 0 tam Y té huyén Van Canh Trongapo 0369419397
Trong @gmail.com
73, [Phan Thanh |- o tam Y 6 huyeén Tay Son Pttoanbvpp 0989666921
Toan @gmail.com
, Diepdv
74. | Pang Van bi¢p | Trung tdm Y t€ huyén Vinh Thanh @syt.binhdinh.gov. | 09842216779

vin

11




Hungts

75. | Tran Si Hung Trung tam Kiém soat bénh tat @syt.binhdinh.gov. | 0903361963

vn
7 Phuoclx

76. | L& Xuan Phudc | Trung tdm Ki€ém soat bénh tat @syt.binhdinh.gov. | 0988130867
vn

77. Da}o Thi Xuén Chi cuc An toan vé sinh thyc pham xuanha}da01886 0986746753

Ha @gmail.com
i 7 Nguyenphucccatvst

78. | Nguyén Phuc Chi cuc An toan v¢ sinh thyc pham p 0914546398

@gmail.com
x . Trungnc

79. I;Irgu‘%en Chil cpi cuc Dan s6 @syt.binhdinh.gov. | 0932496720

vn
‘ lethimykieu231119

80. | Lé Thi My Kiéu | Trung tdm Gidm dinh y khoa 87 0935286877
@gmail.com

81. | Tran Thi Thi Nhi | Trung tm Giam dinh y khoa nhi9g046 0975156049
@donga.edu.vn

82. | Huynh Thj Hing | Trung tim Gigm dinh y khoa huynhhang151286 | 445890948
@gmail.com
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I1. Kh6a hoc: “Phong chong va g pho véi s ¢d tin cong ma héa tong tien (Ransomware)”.

TT |Hovatén Chitc vu Email S6 dién thoai | Ghi chu
Pho Trudéng phong Phu tréach,
1. | T6 Thanh Huy Phong Thu thap Thong tin | tthuybdi@gso.gov.vn 0983824456
thong ké, Cuc Thong ké
Théng ké vién, Phong Thu théap 2503%:\/_ (\:]?I'nK 50
2. | VO Thanh Chuong 'l[élong tin thong ké, Cuc Thong | vtchuongbdi@gso.gov.vn | 0982022559 ngay 02/05/2024
A £ Truéng phong, Phong To chirc . :
3. | Tran Trung Hiéu _ Hanh chinh, Cuc Théng ké tthieubdi@gso.gov.vn 0905955411
lichtd@vinhthanh Cong vin s
o Chuyén vién Phong Vin héa va | lichtd@vinnthanh. 604/UBND-
4. | Trwong DinhLich | 604 tin huyén Vinh Thanh | binhdinh.gov.vn 0988039446 IyuTT Ny
03/05/2024
x : Pho Trudng phong Phong Van | ¢ cntt@tuvphuoc.
5. | hewen Thi Thanh | | < va Thong tin huyén Tuy | o O WP 0943899199 ,
ruc Phudc binhdinh.gov.vn Coéng van s
661/UBND-VX
Chuyén vién Van phong khoavd@tuyphuoc. ngay 03/05/2024
6. | V0 bang Khoa HDND&UBND  huyén Tuy 0935815936

Phudc

binhdinh.gov.vn
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Chuyén vién Phong Thong tin-
Luu trlr, Van phong Pang ky

nghialc@stnmt.

7. | Le Chi Nghia dat dai, S Tai nguyén va Mai | binhdinh.gov.vn 0905777436 ,
truong Cong van  sO
1389/STNMT-VP
i Chuyén vién Phong Théng tin- ngay 04/05/2024
Huynh Nguyén | Luu trit, Van phong Pang ky | huyhng@stnmt.
8. P L ATl 0912124307
Quang Huy dat dai, S& Tal nguyen va MOl | hinhdinh.gov.vn
truong
A AN TN \ Cong vin  sd
9. | H Huy Cuong S;byéﬂlé'iravé?\ngﬁg’ﬁHDND caongin® 0835707111 | 830/UBND-VP
ye y phumy. - gov- ngay 04/05/2024
&n vie > sn hoa va | thanhdc@vancanh.
10. | Pao Chi Thanh Chuyén vién Phong Van hod va | thanhdc@ 0942477136 ) Ny
Thong tin hUy@l’l Van Canh bmhdmh_gov_vn Cong van SO
866/UBND ngay
5 &n vien Vi > vietnt@vancanh.
11 | Nguydn Tién vie | Chuyén vién Van phong HDND | vietht@ 0989277734 | 0405/2024
va UBND huyén Van Canh bin hdinh.gov.vn
. o ) hieudv@stp Cong van §6
12. | Duong Van Hicu Chuyén vién S¢ Tu Phap L 0939363169 624/STP-VP ngay
.blnhdlnh.gov.vn 06/05/2024
én vién, Va ‘ y | hoanghd@svhtt. Cong  vin s
13. | BUi Dirc Hoang Chuyén vién, Van phong S6 gbd@® 0911.446.799 | 986/SVHTT-VP

Vin héa va Thé thao

binhdinh.gov.vn

ngay 04/05/2024
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Chuyén vién phong Tai chinh

tuntc@stc.

Cong van sO

14. | Nguyén Thi Cam Tu | Doanh nghiép - Tin hoc, So Tai | . 0964.196.745 1454/STC-DNTH
chinh binhdinh.gov.vn ngay 06/05/2024
‘A ’ N - \ _ Ian t hoainhon. Céng Vén Sé
15. | Pham Trung Giang }’fﬁn Ctl?“:h.phf’rﬁlg V;r;l hoa - | 918NGP @ 0965824414 215/VHTT  ngay
ong tin thi Xa Hoait on binhdinh. gov.vn 06/05/2024
16, |Huynh - Quang ) Chuyén vién Vin phong HDND | #03 qeray 0906621323 | 697/UBND-VX
g y¢ y binhdinh.gov.vn ngay 07/05/2024
x 1 i | Chuyén vién Van phong HDND | tiennm@phucat.
17. | Nguyén Minh Tién | Tt o Cht sinhinh.gov.vr 0932035016 | .
661/UBND-VX
. . &N Vié : 5n hoa va | hghetv@phucat. 3
18. | Trin Viét Nghe Chyyen_wen Pﬂhong\Vay hoa va 9 _ @p 0978799658 ngay 03/05/2024
Thong tin huyén Phu Cat binhdinh.gov.vn
Nhan vién phong Hanh chinh | ntan Cong vin  sd
x A va Ké toan — Trung tdm Dich ) o 1390/SLBDTBXH-
19. | Nguyén Trong An vu viée lam Binh Dinh, S¢| @vieclambinhdinh.gov.v 0905413108 VP ngay
LDTBXH Binh Dinh n 07/05/2024
&n vién Vi > lamph@quynhon. A < z
20. | Pham Hoang Lam | Chuyén vién Van phong UBND | 8P _@q y 0935559659 Cong ~ van  s0
thanh ph6 Quy Nhon binhdinh.gov.vn 1549/UBND-TH
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Chuyén vién Van phong UBND

duynt@quynhon.

ngay 08/05/2024

21. | Ngo Thanh Duy |3 1 5hé Quy Nhon binhdinh.gov.vn 0932563539
29 Ngl\lyen Xuan Ckguyen vién S& Ké hoach va hpang_nx@skhdt. 0905581823 ) ] .
Hoang bau tu binhdinh.gov.vn Cong van SO
) " @kt 1195/SKHDT-VP
x an vién S¢ Ké y | hungnp@skhdt. >
23. | Nguydn Pham Hiing Cﬁluyen vién S& Ké hoach va | g -p 0935884567 ngay 08/05/2024
bau tu binhdinh.gov.vn
., , vinh_nk
24. | Nguyén Ké Vinh SoY té o 0914115509 N . z
@syt.binhdinh.gov.vn Cong van so
1647/SYT-VP
x Khoand :
25. | Nguyén Dang Khoa | Bénh vién Da khoa tinh 0903500840 | 92y 08/05/2024

@syt.binhdinh.gov.vn

16




PHU LUC II
NOQI DUNG PAO TAO

1. Khéa hoc “Céc hinh thirc tin cong va tim quan trong dam bio ATTT
trong mdi truong s6”

1.1 Thoi lweng: 04 ngay

1.2 Hoc vién sé dwge cung cap cac kién thire, Ky ning va trai nghiém:

Hoc vién s& duoc cung cip cac kién thirc vé cac hinh thirc tin cong pho bién,

cac bién phap nhan dién phan mém doc hai, phong tranh va loai bo. Phan biét

cac tdc nhan va nhan t6 de doa dén an toan ANTT bén trong va bén ngoai to

chtrc.
1.3 No¢i dung:
STT Thoi gian Noi dung Ghi chu

Nhom trién
Tiép don dai biéu, hoc vién tham du | khai du an -
16p hoc cong ty

Cecomtech.

7:50 - 8:20

8:00 —8:20 | Khai giang 16p hoc

Giang vién
8:20 — 10:15 | e Nhirng Kien thikc co ban vée ANTT Nguyén
Thanh Minh

Ngay 1 | 10:15-10:30 | Nghi giai lao

e Nhitng kién thire co ban vé ANTT | Giang vién
10:30 -11:30 | (tiép tuc) Nguyén
Thanh Minh

12:00 — 12:30 | Nghi trua

Giang vién
Nguyeén
Thanh Minh

e So sanh céac hinh thwc tan cong

13:30 - 15:00 phi k§ thuat (Social Engineering)

15:00 — 15:15 | Nghi giai lao




e So sanh cac hinh thirc tan cong | Giang vién
15:15-17:30 phi ky thuat (Social Engineering) Nguyén
(tiep tuc) Thanh Minh
. . Giang vién
8:00 —10:15 | ¢ Phan mem dgc hai (Malware) Nguyén
Thanh Minh
10:15-10:30 | Nghi giai lao
A A n . Giang vién
10:30 - 11:30 | ° (Fj[ihfmt glem doc hai (Malware) Nguyén
ep tu Thanh Minh
NG2Y 2| 12:00 - 13:30 | Nghi trua
. Giang vién
14:00 — 15:00 | ¢ Cé4c 16 héng va rii ro bao mat Nguyén
Thanh Minh
15:00 — 15:15 | Nghi giai lao
Cac 15 ha . b at Giang vién
e 1. e Cac 16 héng va rii ro bio ma <
15:15-17:30 | © 2% Nguyén
Thanh Minh
e Phan biét cac tac nhan va nhan té | Gidng vién
8:00-10:15 | de doa dén an toan ANTT bén| Nguyén
trong va bén ngoai to chirc Thanh Minh
10:15 - 10:30 | Nghi giai lao
\ e Phén bigt cac tacnhanvanhanto | ... ..
Ngay 3 | _ de doa dén an toan ANTT bén 5V
103011330 | 4rong va bén ngoai th chirc (ti¢| Neuyen
) g goal o chuc Mep | Thanh Minh
12:00 — 12:30 | Nghi trua
. ., L . | Giang vién
1330 _ 15:00 | ® Q‘Qnt?ﬁg li<h| sir dung may tinh va Nauyan
1en Hiba Thanh Minh
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15:00 — 15:15

Nghi giai lao

e An toan khi sir dung may tinh va

Giang vién

15:15—17:30 A Ay Nguyén
dién thoai (tiep tuc) Thanh Minh
e Nang cao nhén thic va huan| Giang vién
8:00-10:00 luyén ngwoi dung ve an toan| Nguyén
ANTT Thanh Minh
10:00 - 10:15 | Nghi giai lao
e Nang cao nhan thic va huan| Giang vién
10:15-11:00 luyén ngudi dung vé an toan Nguyén
ANTT((tiep tuc) Thanh Minh
12:00 - 12:30 i
Ngay 4 Nghi trua
e Nang cao nh4n thic va huan| Giang vién
13:30-14:30 | luyén nguwoi dung vé an toan| Nguyén
ANTT (tiep tuc) Thanh Minh
14:30 — 14:45 | Nghi giai lao
- Lam bai kiém tra cudi khoa q
- Tong ket khoa hoc DPai biéu -
14:45 -16:00 | - Bé giang khoa hoc va trao ching | Hoc vién -
chi hoan thanh khoa hoc Cong ty | Cecomtech.

CP CN Cecomtech;
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2. Chwong trinh khéa hoc “Phong chdng va tng pho véi sw co tin cong ma
héa tong tien (Ransomware)”

2.1 Thoi lwgng: 04 ngay
2.2 Hoc vién sé dwgc cung cip cac kién thirc, k§ ning va trai nghiém:

Lam thé nao ransomware da phat trién dé tr¢ thanh mot méi de doa 1on.
Céch cac ké tan cong xay dung ma ddc ransomware.

Ai va té churc nao ¢6 nguy co tr¢ thanh nan nhan cta ransomware cao
nhat.

Céch ké tan cong ransomware xam nhap vao moi truong ctia nan nhan.
Cach g pho khi ransomware dang hoat dong trong hé thong.
Nhitng budc can thyc hién sau mot cudc tan cong bang ransomware.

Cach t6t nhat dé chuan bi cho té chuc chéng lai cac mdi de doa cua
Ransoware.

Céach xac dinh céc cong cu thuong sir dung dé xam nhap vao hé thong va
thuc hién cac hoat dong sau khai thac trong mdt cudc tan cong bang
ransomware.

Céc chién dich tong ti€én qua mang va ransomware khac nhau nhu thé nao.
Céch san lung ké van hanh ransomware trong mang ndi bo.

Céch xac dinh quyén truy cap va trich xuat dir liéu.

2.3 Noi dung:
STT Thaoi gian Noi dung Ghi chu
, ? Nhom trién
7:50 _ 8:20 Trlep don dai biéu, hoc vién tham du khalA du an -
16p hoc Cong ty
Cecomtech.

Ngay 1

8:00 —8:20 | Khai giang 16p hoc

Giang vién
Nguyén
Trung Nghia

e Tong quan vé ransomware

8:20-10:15 ) ich su phat trién ransomware

10:15 - 10:30 | Nghi gidi lao

- Truong hop ransomware trong thye |~
10:30-11:30 | té o Giang vién
Case study 1: Ngudn gbc tin cong | Nguyen
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STT Thoi gian N§i dung Ghi chu
(RootCause) — Phan mém khong cat | Trung Nghia
nhat 16 hong o
Case study 2: Nguon goc tan cong
(RootCause) — Nguoi dung de 16 lot
thong tin dang nhap hé thong VPN
12:00 — 12:30 | Nghi trua
1330 _ 1500 | * Cyber Kill Chain Olang vien
' "~ | ¢« MITRE ATT&CK suyen .
Trung Nghia
15:00 — 15:15 | Nghi giai lao
Giang vién
15:15—-17:30 | ¢ Ransomware Attack Campaign Nguyén
Trung Nghia
e Diéu tra xir Iy sw co ransomware Giang vién
8:00 - 10:15 - Qua trinh xur Iy,su co tiéu chuan: 6| Nguyén
budc xt ly sy co Trung Nghia
10:15 - 10:30 | Nghi giai lao
, , Giang vién
10:30-11:30 | - Ung ctru Sy c6 ransomware Nguyeén
Trung Nghia
Ngay 2 12:00 — 13:30 | Nghi trua
. - £ Giang vién
14:00 — 15:00 | Tr_ll:x_c hgph Xu Iy Sy CO ransomware Nguyén
- Gigi thiéu bo cbng cu -
Trung Nghia
15:00 — 15:15 | Nghi giai lao
e Thuc hanh:
- Kich ban 1: BlueLocker Giang vién
15:15-17:30 | ~ Ransomware Nguyén
- Kich ban 2: Balrog Ransomware Trung Nghia
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STT Thoi gian N§i dung Ghi chu
e Phong chdng ransomware Gidng vien
8:00-10:15 1 xa gd n r? thong bao mat Nguyén
y dung e thong bad ma Trung Nghia
10:15 — 10:30 | Nghi giai lao
e Phong chéng ransomware Gidng vién
10:30-11:30 | * T2 FH %Ath;n b it Nguyén
O1uu cac he thong bao ma Trung Nghia
Ngay 3
12:00 — 12:30 | Nghi trua
e Xay dyng kich ban xi Iy sw cd| Giang vién
13:30-15:00 | ransomware Nguyén
- Xay dung quy trinh xtr ly su co Trung Nghia
15:00 — 15:15 | Nghi giai lao
e Xay dyng kich ban xir Iy sy c6| Giang vién
15:15-17:30 ransomware ’ Nguyén
- T61 wu hé thong sau su co Trung Nghia
e Tim kiém dau hiéu ransomware | ., ..
_ _ trong hé thong Giang vien
SO0 By ddu hieu bét thuang khi xut| o D EY
A A bA thA rung Nghia
hién ransomware trén hé thong
10:00 — 10:15 | Nghi giai lao
e Tim kiém dau hi¢u ransomware
trong hé thong , , Giang vién
Ngay 4 | 10:15-11:00 | - Thuc hién ,t‘lm kiém bat thuong | Nguyén
trong h¢ thong bang cac giai phap | Trung Nghia
bao mat (Trén h¢ thong SIEM)
12:00 — 12:30 | Nghi trua
e Tim kiém dau hiéu ransomware | .. ..
trong hé théng Giang vien
13:30 - 14:30 s N 2 A A Nguyén
- Thuc hanh tim kiém cac dau hiéu -
Trung Nghia

bit thuong trén hé théng SIEM lab
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STT Thoi gian N§i dung Ghi chu
- Q&A
14:30 — 14:45 | Nghi giai lao
- Lam bai kiém tra cudi khoa 7
- Tong ket khoa hoc Dai biéu —
14:45 - 16:00 | - Beé giang khoa hoc va trao chung | Hoc vién -
nhan hoan thanh khéa hoc Cong ty | Cecomtech.

CP CN Cecomtech;
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